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& History of Dzl Hidisle

e Information Hiding is an Ancient Art

e Writing a hidden message with invisible
ink

e Hiding data on computers is often just
the moderni day application ofi existing
PrINCIPIES

e [hree majerRcalegeres of data hiding:
e Out-or=Band
e [n:=Banad
o Applicaticntiayer;




rlistory of Deitz) rliclinle
Out-of-Earc

e Definition:

e [ he portion of a medium, which'is.outside
the format specification for that medium

e Examples:
e Slack space beyondithe end of a partition

e Slack spacerairtherendieRfiles
o EXaMipIEs S/aGKEREXE

e Sectors markead asibhad
e HosisProtecledPAres




rlistory of Deitz) rliclinle
Ip-Bziric

e Definition:

e [ he portion of d medium, whichiis.nside
the format specification for that medium

e Hidden! data must not break the format of:
the specification

e Examples:
o AlternativerEIerStreams
e File-System JourmalNliegs
e Resenved bulrtnalleeatedisectors




rlistory of Deitz) rliclinle
Avolicaition Leayer

e Definition:
e Hiding in a higher-level format specification
e Often a subset ofi In-Band Data Hiding viewed at
a different level of: granularity.
e Examples:
e Steganography: (hidingidata within data)

e Hidden textWithiintdocUmELS
o EXamplEn extiaWhilelspatertabs, neEw-line characters

e Virus MIAMG WitIREXESICOEENStEXT) section
e Hydran  usesireGindenGeSInIsteIcode to hide data




/ rizlysis of rliclirie) Metnocls

e \Well knewn te' Forensic Jiools

e Forensic tools willl specifically’ look for
knewn hiding methods

e Alternative File Streams
e S|ack space at: the end of; files

e A stringsjsearch oyeral aw disk will find
textual restltsywherevertney: are located

o ExperiencedPARaIVsissWIll detect
anomalies neREiecuHVAuERtified by
Forensic 1005




e GUEEeRBEN ARG

e Coloring Outside. the Lines’”

e Strengths

e Being outside the boundaries usually: results in
being overiooked

e There isjsometimes a large amount: of space
available

e Hard tordiscover without special teols
e Resilient

o \\eaknesses

e Hard te)aGEESSIWIHOUSPEGal OIS

e Hard to hide fremiplamssighitEanalysis, of; the out-
of-band|area




Ir=aricl Arlalysis

e Coloring in the Nooks and Crannies™

e Strengths
e Usually easy to access with existing| tools
e Follows the specifications — does not break
anything
e \\/eaknesses
e StoragerspaceNsiontentsinall

o ReliestonseclityAtaroudirehscurity. — easy
to) detect oncENMmeEeENSTKowWN

e SPEGIicatioNSITayACHaNUE




Ngoliczitior Lavar Arlelysis

e Splatter-Painting thé. Canvas”

e Strengths
e Hiding in plain sight
e Often hard to detect
e \Weaknesses

e Storage quantity variesiwith the size of underlying
data, butimustsbe relativelyismall to remain
hidden

e DifficulFLeyaCEESSIWItHOUIRSPEGIal tools
e Complex algonitms teidE/fElREVE data
e Notaresilient
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Sirlelisie) Nawy Pleieas io) Hiele

e Determine constiraints
e How much space is/fneeded?
e \What type ofi access Is required?
e How:sensitive'is hidden/data?

e Decide which hiding| category: best: fits the
constraints

e ook for previously-Unknewn hiding methods
in that cateqgey,

e AnalyzeramexistiigisSpEGIfitauion
o MayrequireNeVverseendinmesning

e Study existing @ataiiidimaieciiiques
e EiNdiUNUSEd rESEVEUIRIISIaEhespace




Np) NTRES Cvarviayy

e Standard file system on:Windows NiT;,
Windows 2000, Windows XP, and
upcoming Windows Vista

e Master Eile Table (MET)

e Every.file or directory: is an entry in the
table

e Stores allfilersystemimieiadatain one
place

e Can grow, BURREESHERK
e Not=welll declimented ertinderstood




MFT Entries

e Each entry is of fixed size
e Definediin the boot sector;

e Each file and directory usually reguiresrone
entry but, can span multiple entries if needed

e [nformation about an entry: is stored as
attributes
e Each entrliasimultipieratifibputes

e Most filesthaveraewiGommuontactibutes
o AttribUtesiGanbesteredNianyierder

e Has per: sector fixdiprhylestiordetect defects

e [[astativo, bytesiOeaGiseciopstoned in header
didMiXed UpieREeEVERVread and write




MFET Attrlotjias

e Attributes have different types

e Some attribute types can be repeated

e Duplicate $DATA attributes commonly called
Alternate File Streams

e Directories entries stored as individual attributes

e Each attri
Enchyplec

e Each attri
resident

oute can be named, compressed,
e
/

puteNstetierresident or non-

e Resident attributesistered Wit MEl: entry,
e Nontresident attfibUtes steredras data run

(Extenty)




T IR Attrte Eclples

Allfentries have

o $STANDARD, INFORMATION
e Stores timestamps, owner:-ID, security ID, etc
o $FILE.NAME

e Nameiby which/an entry is’ known, size, and create/rename
timestamp

Allffiles hiave $PATA attribute

Directories, uselseveral attrbutes-

e Each entryimialdirectonyisisioredias a $EILE_NAME attribute
o DOS 8.3 namesteredinarsecend sEILE. NAME attribute

e DirectoriesihiaverauditivnalNdexingatinibutes to improve
filename leokup pPERGITIanGe

End ofiattributesimamentyasiiianked by OxEEEFEEREE
Mostatifibute ypeESTarekepiuighackward compatibility.




MFT Entry Header

Magic

MFT Entry Header

US Offset

US Size

LSN

Sequence Number

MFT Attribute

Hard Links

Attribute Offset

MFT Attribute

Flags

Real Size

Allocated Size

Base Entry Number

Next Attribute ID

Reserved

Entry Number

US Data

MFT Attribute

Attribute End Mark

Slack Space

Resident Attribute

Type
Length
Resident Flag
Name Length
Name Offset
Flags
1D
Attribute Length
Attribute Offset
Reserved
Attribute Name

Non -Resident Attribute Data
Attribute

Type
Length
Resident Flag
Name Length
Name Offset
Flags
ID

Data Run Offset

Attribute Name
Data Run




Jseila Sezica in MFT 2ntrias

e Reserved space within entries

e Many small unused areas
e 2 bytes reserved in every entry header
e 4 byte reserved in resident attributes
e Up toyl4: bytes are reserved|in non-resident attributes

e All attributes are 8 bytes aligned
e Each file typically has 32 usable bytes
e Each directoryatypically: hasie4: usable bytes
e Slack space aiterRentnyatiibuies
e Files andidireGoresitypicallyaiaveriess than 450 bytes of;

attributes
o Default NTES file'systemsiallecaterliZ4 bytes per: MET: entry

e Almost 600 bytesiperentiiy




Uszicja Coricarris

e Common concerns
e Entries may be deleted
e Entries zeroed on allocation

e Reserved Space
e Might chiangein future versions of NTES
e Normally these bytes are zeroed

o After-attribite slack spagce
o AttributesimighizexpandierRbeiadded

o CommoniViZerobutzneRalWways

o AttribUtes shfinkeEUeNte deIngiiemresident to non-
resident; but:Gani=geInaGteIbEgresident

e Allldirectaries slarisas resident=and go to non-resident,
PUIGAN T g0 BEGKAOILEITIGESIEENL:

o) Attriputesicaniberemoyed




Avoldirie) Pitfalls

How do we find! “safe”™ entries?

Many: files are rarely niodified! or deleted
Operating system files\(drivers, .inf, font, and*help files)
Most-installed/application files are only read
If it has ' never been maodified!it most likely never will be

Files thatzhave been areund for: a long time are' rarely
deleted

Non-residentattributes Gan never become, resident
Directories areNarely.deleied
o Non-residentaireEeHeES I partellar

Summarnyi= EHeese EntHes tiatzarne
e Non-resident

e Have never been maodified
o Old




Puctirie) [e All Tocjatniar

e How much space s available?

e Base Windows XP: Professional installl has
over 12,000 MET entries

e [ypical systems have over 100,000 MET
entries

e Not all entries aressafe; to use, but testing
has shownRr~>60%s e MElpentries are
“safe Leruse

e 100,000renties X6 oxe600: bytes/entry.
= 36,000,000MyiEs!




Nelelitiorizll [sst)es
Criuriiirie

e Small scattered chunks are.not very useful

e [he mapping problem

e Need| an interface that can map) large blocks or:
streams acress/many. chunks

e No matter what space is being used it should look
like one,contiguous: bleck to higher-level
applications

e Mapping siouldReeE dyRamic

e Users willfdeleteraldiilestand directories and add
New ONes

e Might lose  dataleiRneediteriseiadditional entries




Nelelitiopzll [ssijas
Ericryotior:

Data can be found by searching the raw device
Detected data can still’be protected

How: good is good enough?

e XOR

e Blowfish

o [[RW-AES (Narrow-block Encryption)

Good! encryptien systemsiare hard

e (Good encrypLiGRNSEasy LONTISEPRIY, Or mIisuse

e Finding publiclylavaiahleNmplementations is not easy.
Key management=isiiard

e Static forensic analysisiGantheNtisdediiicult

e DynamiC ferensicianalysisiGanialwaysifind the keys




Nelelitiopizl] [sstas
Criairieja Traeiinie)/Paciriclziriey

e \What happens when Windows updates
an entry you are using?

e NTES only changes what it needs to
change

e Might lose;some but not allloff your data

e Keep extrarlcepies
e How muGHNEdindancyAstenough?

e Do YourRehangessdesneticed by NTES?
e \Watch for NiiESIchangingian entry.




Nelelitiopzl| [sstjas
Usziility

e How is the data presented to the user?
e How s the data‘presented to the.0S?

e Use standard interfaces
e Prevent the need to rewrite applications

e Reading andiwritingpdata; files is easy.

e Files execlitiGRNS hand

o \Windows WillfeniViEXEcULENiles from a file
system, that IFUREErstands




EeEES

Oni=Disi< Irriol2rnantatior

e FFormat

e Scan MEIr Table for suitable entries

e Non-resident files that have not been modified within
the last year

e (Calculate how much space is available in each
entry,

e Divideispace into; 16, byte chunks

e Store boeoKkekeepng infermation in last 8 bytes of;
each entry
O EirselEeejicz] Crivrie Murresr
o NUMBERGHRGHUTIKS
o) CRE-16TCHRECKSITT]

o No Index off CAURKSIORNGEISK
o MUEESGEaN ORGEINRKS




EeEES

Oni=Disi< Irriol2rnantatior

e Advantages
e Unlimited redundancy
e Modification detection

e |.ocalization' of data| conruption

e Easy torrelocate opnieplicate individual
chunks, eipdaia

e DisadVantayes
e Must scanentireNVERIReNTeke Updates
o BOPRKEEPINENNIPRNaWICaN be detected




EadES

In-2mory Inol2maritetior)

e Stackable block device interface
e Easy to update and add new features
e’ On disk fermat can easily. change
e User-space Application Library.
e (Can be linked to)andiused by any application
e Built=In mimikile systerni
e Kernel DeVicENRVET:

o CreatesfaWiiiiia|fdisk
e (Can execute filEsidIreeH VAToTiNLE




Freic)FS Proof of Coplegot
Darrionstratior:




'3‘@ D atzciirle) NTES Arlonszlies

e Current forensic tools treat the MET as
a black box

e [lhere is a need for forensic tools to better:
understand file)system structures

e Forensic Analysts do not often have the
time to' comb) thropgh hex dumps

e Ve haveldeVelopediardetection tool for
data hideenNmpvRIReRtny slack space

e Any datal beYenEMENEIEEOIFATLtHbUte
MaRKEr: IS CONMSIHEEUISISPICIOUS
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Elilre Corsicderztions

e "Hiding through Obscurity™ only’ buys
you time

e Many other unexplored data storage
areas

e Hiding access toolsiis still a problem
e Bootstraprotzef thethidden space?

e Should filessystemrstandards: be open?

e Forensic toolsicotld beLerRdetect hidden
data

e CiletsystemsiWillNeE easier: to: exploit
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